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AMD PRO SECURITY
Layers of built-in security technology to help protect your sensitive 
data

AMD PRO MANAGEABILITY
For simplified deployment and management that is compatible with your 
current infrastructure

AMD PRO BUSINESS READY
18 months of planned software stability brings peace of mind
24 months of planned availability for a stable enterprise
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AMD PRO SECURITY
Layers of built-in security technology to help protect your sensitive 
data

For simplified deployment and management that is compatible with your 
current infrastructure

18 months of planned software stability brings peace of mind
24 months of planned availability for a stable enterprise
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Your Data

Every AMD Ryzen PRO processor delivers the 
most modern security solution through a layered approach



Hardware enabled protection against 
malware attacks



Deep integration with MSFT and OEMs to 
deliver secure Windows PCs 



Gold standard of encryption

See endnotes CZP-22
FIPS 140-3 Implementation Under Test

NEW SECURITY FEATURES FOR 2021
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*See Endnotes: PP-3
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 AMD Shadow Stack delivers a robust security 
approach to add protection against control-flow 
attacks

 Checks normal program stack against a 
hardware-stored copy 

 Enables Microsoft Hardware Enforced Stack 
Protection as part of a comprehensive set of 
AMD security features to help secure PCs

6 |    AMD FOR BUSINESS | RYZEN™ PRO 5000 SERIES MOBILE PROCESSORS

NDA REQUIRED |  AMD CONFIDENTIAL

Presenter
Presentation Notes
A new security feature present in Ryzen 5000 series for 2021 is AMD Shadow Stack. Applications can utilize a parallel stack, known as the shadow stack, to help mitigate software attacks which attempt to modify the control flow.  AMD Shadow Stack is used to store a copy of return addresses which is checked against the normal program stack on return operations.  If the content differs, an exception is generated which can help prevent malicious code from gaining control of the system with techniques, such as Return-Oriented Programming.  In this way, AMD Shadow Stack can help mitigate some of the most common and exploitable types of software bugsEnables Microsoft Hardware Enforced Stack ProtectionHardware based feature that stores a copy of return addresses which is checked against the normal program stack on returnUsed to help mitigate software attacks
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AMD works closely with Microsoft and 
OEMs to enable and complement their 
enterprise-level security features

Full support for Secured-core PC initiative
Hardware Enforced Stack Protection

Advanced Threat Protection
Enhanced Sign-On

Bitlocker

HP Sure Start
HP Sure Run
HP Sure Click

AMD “Zen 3” Architecture
AMD Shadow Stack
AMD Memory Guard

AMD Secure Processor

Presenter
Presentation Notes
AMD security features are joined by additional layers of enterprise-level security features from ecosystem partners to deliver security at the silicon, OS, and platform levels.  
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